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1
Decision/action requested

This contribution proposes a solution for protecting the S-NSSAI during transmission on the AS layer
2
References

[1]
TR 33.813 v0.3.0


3
Rationale

This solution aims to provide a method of protecting the S-NSSAIs that will be transmitted on the AS layer in a way that is compatible with Rel-15 UEs. 
An S-NSSAI value that the UE sends on the AS layer may be allocated by the serving network. This means that the serving network does not need to provide the same S-NSSAI to two different UEs that are using the same slice, i.e. the AMF may provide an ‘encrypted NSSAI’ to a UE to send at the AS layer. 

The AMFs and NG-RAN nodes will need to be co-ordinated on which actual S-NSSAI each ‘encrypted S-NSSAI’ maps to. If these ‘encrypted S-NSSAI’ further depend on the part of the 5G-GUTI supplied by the UE to the NG-RAN node at RRC set-up, it would mean that the same ‘encrypted S-NSSAI’ value that is used by different UEs would not necessarily indicate the same actual S-NSSAI. 
The actual method of calculating the ‘encrypted S-NSSAI’ is FFS. 

These allocated values of the S-NSSAIs will need to change when the S-TMSI changes in order not to provide a longer-term identifier of the UE than the S-TMSI. This can already be done with the specified procedures.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

7.X
Solution #X Protecting S-NSSAI for transmission on the AS layer
7.X.1
Introduction

This solution addresses the Key Issue #6 Confidentiality protection of NSSAI and home control. 
This solution aims to provide a method of protecting the S-NSSAIs that will be transmitted on the AS layer in a way that is compatible with Rel-15 UEs.
7.X.2

Solution details

Editor’s note: Details are needed on how the S-NSSAIs are configured in the serving network.

An S-NSSAI value that the UE sends on the AS layer may be allocated by the serving network. This means that the serving network does not need to provide the same S-NSSAI to two different UEs that are using the same slice, i.e. the AMF may provide an ‘encrypted NSSAI’ to a UE to send at the AS layer. 
The AMFs and NG-RAN nodes will need to be co-ordinated on which actual S-NSSAI each ‘encrypted S-NSSAI’ maps to. If these ‘encrypted S-NSSAI’ further depend on the part of the 5G-GUTI supplied by the UE to the NG-RAN node at RRC set-up, it would mean that the same ‘encrypted S-NSSAI’ value that is used by different UEs would not necessarily indicate the same actual S-NSSAI. 

Editor’s note: The actual method of calculating the ‘encrypted S-NSSAI’ is FFS. 

These allocated values of S-NSSAIs will need to change when the S-TMSI changes in order not to provide a longer-term identifier of the UE than the S-TMSI. This can already be done with the specified procedures.
7.X.3
Evaluation 

TBD
**** END OF CHANGES ****

